Booking

Technical manual

Configure LoopBooking Azure AD user authentication.

Please note, this guide is for Administrators.
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1. Introduction

Traditionally LoopBooking (LB) uses its own user database for authentication of users. This
guide will show you how to integrate with Azure AD. With this integration users can use their
Azure AD (Office365) account to login to LoopBooking, enabling Single-Sign-On and MFA for
their user accounts.

For this to work full name and mobile phone number must be registered on each user in
Azure AD, cause the user will be created in LoopBooking the first time they log on with their
Azure AD account, and these details are mandatory.

1.1 Prerequisites

Before you begin, make sure you have a security group in Azure AD with the name
“LoopBooking” where all the users that will have access to the LB are members.

Make a note of the Object ID for this group, it will be needed for configuration in
LoopBooking. (Do a copy/paste into for example notepad)

Manage :
? LoopBooking
||| Sroperiss
Members hawve aocess to LoopBooking application
& Members
& Crwners
Membership type | Assigned i) |
2 Administrative units
Group membserzhips Souncs | Cloud D |
B Applicstions Type | Security I |
W Licensss . I . S =
Ohbject 1d | 02304374-4236-4599-8202-43f9b512763b I |
Azurs role assignments
Crestion date | 12/05/2021, 11:05:02 ' |

Activity
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2. Register Azure Application

(e]o]e @ Booking

Open your Azure portal - https://portal.azure.com/ and make sure you log in as a Global

Administrator account.

Go to “Azure Active Directory” in you left menu.

1 Crzate 3 resource
‘n‘ Home
B4 Dashboard

= All services

# FANORITES

:3 App Ssrvices
EE All rezources

# Resource groups
B3 virtuz machines
“3’ Load balancers
= Storage scoounts

2 Virtual networks

B Azure Active Directo n
e

¢ 5 ,i': "

Wonitor

% oA

4]

Li
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https://portal.azure.com/

Select “App Registrations” in the left menu and click “New Registration” in top menu.

e <+ Mew registration @ Endpoints ﬁ Troubleshoaoting ':_:' R=frezh
0 ovenview - e ————

'f Getting started
o Try cut the new App registrations search preview! Click to enable the preview.

Pravigw festurss

X Disgnose and solve problems

o Starting June 30th. 2020 we will no longer add any new features to Azura Actin
updates. Applications will need to be upgraded to Microsoft Authentication Lil

Manage

a Uszers

5 Groups All applications Owned applications  Deleted applications (Previes
B%  External Identitiss |,D Start typing a name or Application |D to filter these results

& Roles and sdministrators

..... D' |
B administrative units ERIEy name

Enterprise applications

iid
N Devices

App registrations.
e ——
%) |dentity Gowernance

£ Application prosgy

Give the application a name, for example “LoopBooking Azure AD”

Set correct Redirect URI — https://yoururl.loopbooking.no/login

Then click “Register”

Register an application

* Name

The user-facing display name for this application (this can be changed later).

LoopBooking Azure AD e

Supported account types

‘Whao can use this application or access this ARIT

@ Accounts in this organizational directory only (Loop24 AS only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant] and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose_

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this mow is optional and it can be
changed later, but 2 value is required for most suthentication scenarios.

Web ~ | I htpe;-"'our.JrI.Ioopbooking.n:};‘lcgir] \/]

—\—_.—l—'_'_—-—.ﬂ_-'

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding. you agree to the Microsoft Platform Bolicies
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https://yoururl.loopbooking.no/login
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In the left menu, select “API permissions”
Select “Add a permission”

. LoopBooking Azure AD | APl permissions  # -

(7 Gotfe

dback?

f— ; P,
|fj Search (Cirl+/) | " () Refre

B Overview

& Quickstart

) The "Admin consent required” column shows the default valus for an organization. How

F ntegration assistant used. Learn more
Manage ] o

Configured permissions
=

== Branding Applications are authorized to call APls when they are granted permissions by users/admins a:

a Authentication 3ll the permissions the application nesds. Leam more about permissions and consent

Certificates 8 secrets - Add a permission " Grant admin consent for Loop24 AS
e —

Teken configuration APl / Permissions name Type Description

APl permissions “* Microsoft Graph (1)

@ Ewposs an AP
sHposs an User Read Delegatsd  Sign in and read user profile

L Approlss
& Owners ) o _ ) o
To view and manage pemissions and user consent, try Enterprise applications.

Roles and administrators | Preview

B

M Manifest

Support + Troubleshooting
2 Troubleshooting

B Mew support request

Select “Microsoft Graph”

A o e o o)

Dashboard > Loop24 A5 > LoopBacking Azure AD Request API permissions N
= LoopBooking Azure AD | APl permissions  #

Select an API
¢ O Refresh | O Got feedback? Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

ssent required” column shows the default value for an organization. Hows
= Microsoft Graph

user consent can

# Integration a:
and Windows 10.
d more througha

mount of data in Office 365, Enter
/Exchange. OneDrive, OneN

Manage

Configured permissions
a2 Branding - - . - R .
Applications are authorized to call APIs when they are granted parmissions by users/admins as pant of the co

3l the permiszions the 2pali 2ds. Leam mors sbout ssions and consent

D auhentication

Certificates &usecrsts + Add apermission /' Grant admin consent for Loop24 AS
" = e "] Azure DevOps O Azure Key Vault
i Token configuration AP / Permissions name Type Description a J
T — Schedue arge-scle parale and HOC egrate ith Azvre DevOps and Azure
appicaions n the cioug DevOps servar
@ Exposean AP UserRead Delegated  Sign in and read user profile
B Approles
& Owners : -
To view and mansge parmissions and user consent, try Emarprise spplications. eme: —
o Azure Mights Menagement A\, Azure Service Management == Azure Storage
&, Roles and administrators | Preview k& serviees
Allow vaiigees users 1o read and wrie miich of the Secure, massively scalsble cbject and
W Manifest protectad content unctionality datalake r cwred and
thekzure porta semies
Support + Troubleshooting
£ Troutleshocoting
2 . Data P 5 Business
New support request vor
a PROrt req Microsoft Dynamics 365 & Central

gestinaticn
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Select “Delegated permissions”

e e o)

Dashboal Loop24 AS > LoopBooking Azure AD Request API permissions %
LoopBooking Azure AD | AP| permissions =

B Search (Crl=/) @

B overiien,

& Microsaft Graph

https://graph microsaftcom/ Docs [

What type of permissions does your applicatien require?

& Quickstsn

@ The “Admin consent required” column shows the defauft value for 2n organization. Howver, user con:
used. Leam more

Application permissions

Yaur sgglication runs 23 3 ackg
signed-in user.

# Iregration

riice or dsemon without 3

Manage ~

Configured permissions
o sEnene Applicstions are sutharized to cal
=l the permissicns the spplication n

= grantec permissions adming a5 part of the <o
:2m more about pemmissions and consent

=t

ets } Add 3 permission  ~* Grant admin con:

for Loop24 AS

configuration

API / Permissions name Description

% APl permissions

¢ Microsoft Graph {

Userfesd Delzgar

Signin and read user profile

&. Roles and administrators | Prex

Manifest

Support + Troubleshooting

& Troubleshooting

& New support request

In the “select permissions” field, type “groupmember”.
Expand the GroupMember menu and select “GroupMember.Read.All”, then click “Add permissions”
P Search rasources. senvices, and docs (G-

Dashboard > Loop24 LoopBooking Azure AD Request API permissions .
LoopBooking Azure AD | APl permissions =

< All APIs
2 Search [Ct « @] dback? Gn Microsoft Graph
F hitpsf/graph microsoftcom/  Docs
m ver " " .
Cznien What type of permissions does your application require?
& Quiskman

@ The “Adrmin consent requi olumin shows the defaukt value for an organization. Howe: Delegated permissions Application permissions
used. re

# Intagratio

Your application needs to acc Your apglication runs as a background senvice or dazmon withouta

signed-in user.

Manage P .
Configured permissions

Sranding

= granted permissions by users/admins as partof theco  S8ECL PEMMIssions
=2ds. Leam more about parmissions and consent

Applications. are authorized to call APis when the;
sl the parmissions the application

J Authenticatio
D Autnentication e

ificates &

4 Add apermission " Grant admin consent for Loop24 AS

Il Token configuration AP1/ Permissions name Description @ The "Admin consent required” column shows the defauit valus for 2n organiz t can be customized per ®
! ssion, user, or 3pp. This column may not reflect the ur organization or in arganizations whre this app wil be u
® API permissions [TV ——
@ Exposean AP User Read Delegat Sign in and read user profile
Permission Admin consent required
To view and manage permissicns and user consent, try Entarprise applications. ' GroupMember (1)
8. Roles and aaministrators |
g CovMemberReddl O .
Mani =
I3 Manifest Read group memberships
Support + Troubleshooting O GrouphMember ReadWrite All (1 Yes
and write group memberships
£* Troubleshooting
. dGroupMember
B Mewsupport request -

e i

‘ JE—
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Click “Grant Admin Consent for (your tenant name)”

e =

Dashboard » Loop24 AS » LoopBooking Azure AD
. LoopBooking Azure AD | APl permissions  »

J () Refrest < Got feedback?

B overview

A\ You are editing permissionis) to your application. users will have to consent even i they've already done so praviously.
& Quickstart

#  Integration assistant

@ The "Admin consent required” column shows the default valus for n erganization. Ho
usad. Learn mors

Manage 7. user consent can be customized per parmission, user, or app. This column may not reflect the value in your organizat

= &randing
D authentication Configured permissions
Cortficates & secrets Applications are authorizsd to call APz when they are granted permissions by users/admins 35 part of the consent process. The list of configured permissions should includs
3ll the permissions the application nesds. Leam more sbout permissions and consent

Il Token configuration

{ Add apermission  ~ Grant admin consent for Loop24 A5
=+ API permissions
; L i
& Eiposean 4 API / Permissions name Type Description Admin consent req...  Status
B Approles ~ Microsoft Graph (2)
GroupMember Re = =2 = s Yes i i S
B Owners GroupMemiber Rzad All Delegatsed  Rzad group memberships == A Mot granted for Loop2d
User Read Delegatsd  Sign in and read user profils Mo

& Roles and sdministrators | Preview
M Manifest

To view and manage permissions and user consent, try Enterprise applictions.
Suppart + Troubleshooting
& Troubleshacting

& Mew support request

Select “Certificates & Secrets” in the left menu
Press “+ New client secret”.

LoopBooking Azure AD | Certificates & secrets = -

[2 searehic | « O Gotfeedbackr

B overview Credentialz enzble confidential applications to identify themselves to the authentication service when receiving tokens st 3 web addressable location
scheme). For 3 higher level of assurance, we recommend using 2 certificste (instead of a2 client s=cret) a2 3 credential.

& Quickstart

;.' ntegration assistant
Certificates

Manage

Certificates can be used a5 secrets 10 prove the application’s identity when reguesting 2 token. Also can be =d to 2= public keys.

= Sranding

T =
D Authentication Upload certificate
Certificates & secrets Thumbprint Start date Expires Certificate 1D
Il Token configuration

Mo certificates have been added for this application.
= APl permissions

@ Exposs an AP

B App roles Client secrets

& Owners A zecret string that the application uses to prove its identity when requesting 3 token. Also can be referred to 25 application password.

&b Roles and administrators | Preview

+ Mew clignt secrst
M Manifest ——

Description Expiras Walue Secrat |D

Support + Troubleshooting
Mo clisnt secrets have been created for this application.
ra Troubleshooting

B Mew SUppoTt requsst

Give it a description and select how long it is to be valid.

Remember after it expires it needs to be created again and LoopBooking integration must be
reconfigured.
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Make a note of the Value, this is needed later in LoopBooking configuration.
(Paste value into notepad)

LoopBooking Azure AD | Certificates & secrets  »

% 7 Got feadback?

B Overview

Credentials ensble confidential applications to identify themselves to the suthentication service when recaiving tokens st 3 web sddresssble location (using an HTTPS

scheme). For a higher level of assurance, we recommend using 3 cartificate (instead of 2 client s=cret] a5 a credntial,

& Quickstan

# Integration assistant
Certificates

Manage . S )
Certificates can be used as secrets to prove the application’s identity when requesting 2 token. Also can be referrsd to 25 public keys.

= Zranding

D auhentication Upload certificate

Certificates & secrats Thumbprint Start date Expires Certificate |0

1 .
Il Teken configuration Mo cerificates have been added for this application.

% ADI permissions
@ Exposzan AP
® Approles Client secrats

& Owners A secret string that the application uses to prove its identity when requesting 2 token. Also can be referred to 2 spplication password.
&, Aoles and administrators | Preview
| Mew client secrst
B Manifest
Description Expires. Value Secret ID
Suppart + Troubleshooting -
L8 Secret 03/06/2022 Ggm-X-GVAFIaNECZTWE-Oulbye-05t0. [y ce@36bed-B651-4727-0263-37dc057ads84 [y [
£ Troublezhooting

B New SUppPOIT request

Select “Overview” in the left hand side menu
Make a note of Application (client) ID and Directory (tenant) ID
(Paste value into notepad)

i LoopBooking Azure AD =

I;J IE-ear:I' [Cirl+/] I i |ﬂ Delete (l:D Endpoints [3 Preview faaturss

n .
M ﬂ Got 3 second? We would bove your feedback on Microsoft identity platform (previowsly Azure AD for developer). —

& Quickstart
A Integraticn assistant v Ezsentials
Manage Display nama : LoopBooking Azure AD
= . Application (client) ID : 2f135452-bddb-4555-3224-5172d64aa57
= Branding —
Object ID : 35cTOT90-f011-4b62-0dab-T26dcbd657ad
E Authentication
Directory (tenant) ID : 3df8e1dT3-2702-428T7=-b21d-08=23770d45a
Certificatas & z=crets o
Supported acoount types © My organization anby
M Token configuration
< APl permissions ﬂ Starting June 30th, 2020 we will no longer add any new festures to Azurs Active Directony Authentication Library (ADAL) and

updates. Applications will nead to be upgraded to Microsoft Authentication Library (M3AL) and Microsoft Graph. Learn mon

& Expose an AP

App rolss Get Started  Decumentation

82 Owners

2 5 inis Preview x » " .

& Roles and administrators | Previy Build your application with t
M Manifest

The Microsoft identity platform is an authentication service, open-source libra

i ticati ions, access st AP
Support + Troubleshooting suthentication solutions, access and protect APlz and

f Troubleshooting

&  Mew support request ‘ g} . (£ "5\
P
B . B 4
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3. Register Application in LoopBooking

In LoopBooking Admin Console, select the tenant that wants to use Azure AD authentication.
Edit the tenant and add all the data from section 2.

Buzinezs Name® Specify customer” Customer ID Number™ Default Tenant Admin
Laop24 AS o] Clarion Hotel The Hub 2 Select Default Tenant Admin
Azure
Use Azure AD
Azure Domain® Applicstion "client”™ 1D~ Group Object ID* Azure Client Secret” Directory "tenant” ID~
oop24.no =f135452-bddb-4555-aa2¢ 02304374-4236-4599-8293 < ad6e1d7a-8792-487e-b21c
————— — ——— — —

Business contact Business Address

Phene number” Building No, Strest” City
+4712343678 Biskop Gunnerus' gate 3 oslo
Email” State, Province Country” Zip Code”
Norway 0155

mail@loop24.no

Org. Number

*Azure Domain = your domain name (company.com)

*Group Object ID - for the security group that will have access to LoopBooking
as described in section 1.1.

* Azure Client Secret is the “value” from the Certificates & Secrets.

Then save tenant settings.

June 11, 2021 n



